NudpopmanuoHHasi naMATKA IS 00y4aIOMIUXCS AJI Pa3MelleHnsl Ha
opunmanbHbix UHTEpHET-pecypcax

C KaXIpIM TOJIOM MOJIOJCKA B HMHTEPHETE CTAHOBUTHCA OoJbIe, a
IIKOJIbHUKWA OJIHM W3 CaMbIX aKTHBHBIX ToJib3oBaTeneil Pynera. Mexay Ttem,
MOMUMO OTPOMHOI0 KOJIMYECTBA BO3MOXKHOCTEW, MHTEPHET HECET U IPOOJIEMBI.
OTa mnmaMmsaTKa JOJDKHA T1OMOYb Tebe O€30MacHO HaxoJUThCs B CETH.
Komnvromepnvie eupycoi

KoMmbroTepHsiii BUPYC - 3TO pa3sHOBUAHOCTb KOMITBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIHHOU OCOOEHHOCTHIO KOTOPOU SIBIISIETCS CIOCOOHOCTH K Pa3MHOXKEHUIO.
B pononHeHue k 3TOMy, BUPYChl MOTYT MOBPEIUTh WA MOJHOCTHIO YHUYTOXKUTh
Bce (pailyibl U JaHHBIE, TTOJKOHTPOJILHBIE TTOJIH30BATENI0, OT HMEHU KOTOPOTO ObLIa
3amyllleHa 3apa)x€HHasi MporpaMMa, a Tak»Ke MOBPEIUTh WIH AK€ YHUUTOXKHUTH
OTEPALMOHHYIO CUCTEMY cO BceMH (aitiaMu B 1iesioM. B OoJibIIMHCTBE Cily4yaeB
PacpoCTPaHsIOTCS BUPYCHI Uepe3 UHTEPHET.

Metozpb! 3aUMThI OT BPELOHOCHBIX POrPamMM:

1. Hcnonb3yili COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, HMEIOIINE
CEpBbE3HBIN YPOBEHb 3aILUTHI OT BPEAOHOCHBIX IIPOTPaMM;

2. TlocrossHHO ycTaHaBimBaii mnadth (MUQPOBBIC 3aIUTATKH, KOTOPHIC
ABTOMATHYCCKH YCTaHABJIMBAIOTCS C IEJBIO JOPAOTKU MPOTPaMMbl) WU ApPYyTUe
OOHOBIIEHUS CBOEHM omepanmroHHOW cuctembl. CkauymBalli WX TOJIBKO C
opunmanpbHoro  caiita paspadorunka OC. Eciu  cymiecTByeT — pexum
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPEC 1104 IIpaBaMM II0JIb30BATCJIsA, 4 HE
AJIMHUHHUCTpPATOPA. OTO HE MO3BOJIUT 6OJ'II>H_II/IHCTBy BPCOJOHOCHBIX IIPOI'paMM
HHCTAJITIMPOBATHCS HA TBOEM IICPCOHATIBHOM KOMIIBKOTEPE,

4. Hcnonb3yll aHTUBUPYCHBIE NPOrPAMMHBIE MPOIYKTHl H3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATUYECKUM OOHOBJIEHHUEM 0a3;

5. Orpannub GU3NYECKUNA JOCTYI K KOMIBIOTEPY JUIsl HOCTOPOHHHUX JIMII;

6. Mcnonp3yii BHEIIHUE HOCUTENN UHPOPMAINH, TaKue Kak (IIeliKa, JUCK
i ¢ailsl 3 MHTEpPHETA, TOJIBKO U3 NMPO(epeHHBIX HICTOYHUKOB,

7. He oTkpbIBaii KOMIBIOTEpHBbIE (ailiibl, MOJyuYE€HHbIE W3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te ¢ailnbl, KOTOpbIe MpHUcIal TBOM 3HAKOMBIN. Jlyulie yrounu
y HET0, OTIPABJIsUI I OH Te0E MX.



Cemu WI-FI

Wi-Fi - sT0 He B mepefadd JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb
openn, mapka. Eme B 1991 rogy HumepnaHackas KOMIAHHUS 3aperHCTpUpOBaiia
opena «WECA»,yTo o6o3Hauano ciaoBocouetanue «Wireless Fidelity»koropsrii
HIEPEBOIUTCS KaK «OeCIPOBOIHAS TOUHOCTH.

Jlo Haimero BpeMeHHW Joluia Japyras a0OpeBHarypa, KOTOpas SIBISETCS
Tako# ke TexHojorueil. 91o abopeBuarypa «Wi-Fi». Takoe Ha3zBaHHEe ObLIO JAaHO
C HAMEKOM Ha CTaHJIApT BBICIIMH 3ByKOBoW TexHuku Hi-Fi, uro B mepeBome
03HAYaeT «BBICOKASI TOUHOCTH.

Jla, OecraTHbIN MHTEPHET-TOCTYI B Kade, OTENSIX U a3pOoINopTax sBISETCS
OTJIMYHOW BO3MOXHOCTBIO BBIXOJa B MHTEpHET. HO MHOTME SKCIEPThI CUHUTAIOT,
gt0 obmenoctymabie Wi-Fi cetn He sSBIISIFOTCS 0€30TTaCHBIMH.

CogeTbl 110 Oe30macHOCTH paboTe B 00MIeA0CTYHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoro juuHyi0 nHpopManuio depes odmienocrynabsie Wi-
Fi cern. PaGoTast B HuUX, *keJlaTeJbHO HE BBOAMTH MapOJM JIOCTYIA, JOTHHBI U
KaKHe-TO HOMepa;

2. Vcnonib3yit 1 OOHOBIISIH aHTUBUPYCHBIE TPpOrpaMMbl U OpanaMayep. Tem
caMbIM Tbl 00e30macHIllb ce0sl OT 3aKaUKH BUPYCa HA TBOE YCTPOMCTBO;

3. IIpu ucnonwszoBanuun Wi-Fi otkmoun ¢yHkiuoo «OO0mud 10CTyn K
daitmam u mpuHTepam». [laHHas (GYHKIUS 3aKphITa MO YMOJIYaHUIO, OJHAKO
HEKOTOPBIC MMOJIH30BATENN aKTUBUPYIOT €€ AJIs YA00CTBA MCIOJIBL30BaHUs B paboTe
i yueoe;

4. He wucnonb3yit nyOauunbii WI-FI mis mepemaun JUYHBIX JaHHBIX,
HAIMPUMED JIJIS1 BBIXO/A B COIMMAIIBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Unonp3yit Toiabko 3anuiieHnoe coenunenue yepes HTTPS,a ne HTTP,
T.¢. IpH Habope BeO-aapeca BBOAM UMEeHHO «https://»;

6. B MmoOwibHOM Tenedone otkiroun Gynkiuio «llogkirouenue k Wi-Fi
aBTOMaTH4ecKkn». He momyckali aBTOMATHYECKOTO MOJKIIOYCHHS YCTPOMCTBA K
cersam Wi-Fi 6e3 TBoero cornacus.

COZz}MCl]Zbele cemu

CouunanbHble CETH AKTUBHO BXOJSIT B HaIlly HW3Hb, MHOTHUE JIIOAU
paboTalOT W JKUBYT TaM TNOCTOsSHHO, a B Facebook yxe 3apeructpuposan



MHWJUIAAPJ YEJIOBEK, 4YTO SBJISETCS OJHOW CEIbMOM BCEX JKUTEJICW IUIAHETHI.
MHorue moibp30BaTeId HE MOHUMAIOT, YTO HMH(OpMaIs, pa3MelleHHas UMH B
COITMAJIbHBIX CETSAX, MOXKET OBbITh HalJIeHa M HCIOJb30BaHa KEM YrOJHO, B TOM
qucie He 00s3aTeNIbHO ¢ OJIaruMU HaMEPEHUSIMHU.

OcHoBHEBIE COBETHI 0 OE30IaCHOCTH B COLIMAJIbHBIX CCTIX.

1. Orpanuyb cnucok Jnpysei. Y TeOsa B Jpy3bsSX HE JODKHO OBITh
CIIyYalHbIX ¥ HE3HAKOMBIX JIFOJIEH;

2. 3ammiiai CBOIO YacTHYIO >kM3Hb. He ykaspiBail maponu, TenedoHsl,
ampeca, JaTy TBOEro pOXACGHUS U JAPYryl0 JIHYHYI0  HMHQPOPMALHUIO.
310yMBIIIIEHHUKH MOTYT UCIOJIB30BaTh Jjake HHPOPMALIUIO O TOM, KaK Thl U TBOU
POIUTENH MJIAHUPYETE MPOBECTH KAaHUKYIIHI,

3. 3ammmiail CBOI penyTaluio - JepKU €€ B YUCTOTe M 3ajaBail cebe
BOIIPOC: XOTEJN ObI ThI, YTOOBI IPyTrU€ MOJIH30BATEIN BUCIH, YTO Thl 3arpy’Kaeiilb?
[Toxymaii, mpesxk/ie 4eM 4To-TO OMyOJIMKOBaTh, HAIIMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHILB C JIIOJIEMHU, KOTOPBIX HE 3HAEIIb, HE MCIONb3YH CBOE
pearpHOE UMS U APYTYIO JUYHYI0 UHPOPMAIUU: UMS, MECTO >KUTEIbCTBA, MECTO
yueObl U IPOUEE;

5. U30beraii pazmemienus Gororpaduii B intepuere, rae Tel M300pakeH Ha
MECTHOCTH, TTI0 KOTOPO¥ MOKHO OTIPEJEIUTh TBO€ MECTOIOJIOKECHHE,

6. HpI/I perucTpanyun B COHHaHBHOﬁ CE€TH HCO6XOI[I/IMO HCIIOJIB30BaTh
CJIOXKHBIC ITapOoJH, COCTOAIIMNEC U3 6YKB )41 HI/I(I)p H C KOJIMYECTBOM 3HAKOB HE MCHECC

8;

7. Jlnsg couManbHOM CETH, MOYTBI M JPYrux CaWToOB HEOOXOJIUMO
WCITOJIB30BATh Pa3HbIC Mapoir. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIITUICHHUKA
MOJIy4yaT JOCTYM TOJbKO K OTHOMY MECTY, a HE BO BCE Cpasy.

OnexmponHvle 0eHbeu

DJNEeKTPOHHBIC JCHBI'M — 3TO OYE€HBb YJO0OHBIM CrOco0 maTekel, 0HaKO
CYIIECTBYIOT MOILICHHUKH, KOTOPBIE XOTST MOJYYUTh ITH ACHBIH.

SHCKTPOHHBIC JCHBI'N ITOSABHUJIMCH COBCEM HCOABHO M MMCHHO H3-3a 3TOI'O
BO MHOTHX rocyaapCTrBax A0 CHUX I1OPp HE IMPOIIHUCAHO IIPO HUX B 3aKOHAXx.

B Poccun ke oHr GyHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, T/Ie
UX Pa3JeNsioT HAa HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHHUMHbIE. PazHuia B



TOM, YTO AHOHHMMHELIC - 3TO TC, B KOTOPBIX pa3pCHIACTCs IMPOBOAUTL OIICpAIN oe3
I/I,Z[CHTI/I(bI/IKaHI/II/I IIOJIB30BATC/IA, 4 B HCAHOHHMMHBIX I/I,Z[CHTI/I(bI/IKaHI/II/I IIOJIB30BATCIIA
SIBIIIETCS 00513aTEIILHOM.

Taxke cnemyer pasauyaTh dJICKTPOHHBIC (UATHBIC JEHbIU (paBHBI
rOCYJapCTBECHHBIM BaJIIOTAM) U DJICKTPOHHBbIC HE(PHUATHBIC ICHBIM (HE PaBHBI
rOCYJIapCTBEHHBIM BAJIIOTaM).

OcHOBHEBIE COBETHI IO OE30IIaCHOM pa60Te C DJICKTPOHHBIMH NCHbI'aMH.

1. IlpuBsku K cueTy MOOWIBHBIMN TenedoH. DTO camblii yHOOHBIH U
OBICTpBIH CMOCOO BOCCTAHOBUTH JOCTYN K cueTy. IlpuBsizanHbii TenedoH
MOMOXKET, €Clu 3a0yJellb CBOW IJIATeXKHBIM Mapojb WM 3aljenib Ha CalT ¢
HE3HAKOMOT'O YCTPOWCTBA,

2. HWcnonb3yit oaHopaszoBblie maponu. I[locine mepexoja Ha YCHIIEHHYIO
aBTOpU3aIMi0 TeOe yke He OyIeT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxublii napons. Ilpectynmaukam Oyzaer He MPOCTO yraaaTrh
CIIOKHBIM Taposib. HanekHble mapoinu — 53TO Mapojid, KOTOPhIE COAEp)KaT He
MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s CTPOUHBIE U MPOMUCHBIE OYKBBI, HU(PPHI U
HECKOJIbKO CMBOJIOB, TaKW€ KaK 3HaK Jojuiapa, GyHTa, BOCKIMIATENbHbIN 3HAK U
t.1. Hanpumep, StRONQ!;;

4. He BBOJIY CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIb.
Inekmponuas nouma

OIIeKTpOHHAs 10YTa — 3TO TEXHOJOTUS U MPEIOCTABISEMBIE €10 YCIYTH
IO IEpPEeChUIKE M  MOJIYYEHHIO  JJIEKTPOHHBIX  COOOLIEHWH,  KOTOpHBIE
pacnpeaensoTcs B KOMIbIOTEpHOH ceTu. OOBIUHO ANEKTPOHHBIN MOYTOBBIN AIIUK
BBITJSIIAT ~ CIICAYIONIMM  00pa3oM: HWMs_IOJb30BaTesi@uMs_jtoMeHa. Takxke
KpOMe Iepeiayyl MPOCTOTr0 TEKCTa, UMEETCs] BO3MOYKHOCTh IepeIaBaTh (Dauiibl.

OCHOBHBIE COBETHI 110 O€30MaCHOM pabOTe C IMEKTPOHHON MOYTO:

1. Hamo BbIOpaTh NpaBUJIbHBIA TOYTOBBIM CepBUC. B HMHTEpHETE €CTh
OTPOMHBIH BBIOOP OECIIIIATHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIYUILE JOBEPSATH TEM,
KOTO 3HA€IlIb U KTO NEPBBIM B PEUTUHTE;

2. He yxa3piBail B JWMYHOW mouTe JUYHyr0 uHpopmanuio. Hampumep,
Jy4Ile BBIOPATh «My3bIKaIbHBIN_(haHaT@» i «pok2013»Bmecto «remal3»;



3. Hcnonp3yil ABYXATAMMHYI0 aBTOPHU3AIMI0. JTO KOTJA MOMHUMO TapoJs
HY>KHO BBOJUTB KOJI, TpUcChIIaeMbIit 1o SMS;

4. BpiOepu CIOXKHBIA Mapoiib. JJis KaXIO0ro MOYTOBOTO SIIIMKA JOJIKEH
OBITH CBOM HAJICKHBIN, YCTOWUMBBIM K B3JIOMY I1apOJib,

5. Eciu ectb BO3MOXHOCTHh HamucaTh CaMOMY CBOW JIMYHBIA BOIPOC,
UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. HMcmonp3yil HECKOJBKO TOYTOBBIX SITUKOB. [lepBbIil i 9acTHOM
MEPEINUCKU C aJpecaramMu, KOTOPhIM Thl JOBEPSEIb. JTO AIEKTPOHHBIN ajgpec He
HaJI0 UCIOJI30BaTh IPU perucTpannu Ha GopymMax U canTax;

7. He otkpbiBaii (aiifibl U Ipyrue BIOKEHUS B MUChMax JaXke €CIU OHU
OPULUIM OT TBOMX JApy3eil. Jlydille yTo4HM y HUMX, OTHPABISIM JIU OHU TeOE ITH
Gbaiier,

8. Ilocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBHUCE IEPENl 3aKPhITUEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXkKaTh Ha «BBIATH.

KubepOymmuHr — mpecieoBaHUE COOOIICHUSMH,  COAEPKAIIIMHU
OCKOpOJIeHUS, arpeccuio, 3aIyTUBaHUeE; XYJIUTAHCTBO; colMaIbHOe
OONKOTHPOBAHUE C MTOMOIIBIO PA3THYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 0OpHOE ¢ KHOEPOYIIITUHTOM:

1. He Opocaiicst B 60i. Jlyumuii cioco0: mocoBeToBaThCs Kak ce0si BECTH
U, €CJIM HET TOro, K KOMY MOXKHO OOpaTHThCS, TO BHaYaje yCIOKOUThCS. Ecnu Th
HayHEIIb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOpPOJIEHHS, TO TOJBKO €Ile OoJblle
pa3oXxoKelIb KOH(IIUKT;

2. YrpaBiisiii cBoel kubeppernyTaiuei;,

3. AHOHUMHOCTH B ceTH MHUMas. CyIIECTBYIOT CIOCOOBI BBISICHUTD, KTO
CTOUT 32 AHOHMMHBIM aKKayHTOM,;

4. He crouT BecTH XyJTUTaHCKUII 00pa3 BUPTyaslbHOH XHU3HU. VHTEepHET
¢ukcupyeT Bce TBOM JACWUCTBUA M COXpaHsSET HX. YJaIUTh UX OyJeT KpaiiHe
3aTPyAHUTENBHO;

5. Cobmronait cBOI BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupyit emuHuuHbI HeraTuB. OHOpPA30BBIE OCKOPOUTETHHBIC
cooOIeHusi Jydine urHopupoBaTh. OOBIYHO arpeccusi NpeKpamiaeTcs Ha
HadaJIbHOU CTagHH,



7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOLICHUSIMH, B
COLIMANBHBIX CETSIX €CTh BO3MOXKHOCTH OJOKHPOBKHM OTHPABKU COOOILEHUH C
OTIpEIeTICHHBIX aJIPECOB,;

8. Ecimu Th1 cBuaerens kubOepOy/uimHra. TBOM JEHCTBUSA: BBICTYIUTH
NPOTHB TpECIIeA0BaTelsA, IOKa3aTh €My, YTO €ro JEHCTBHS OIECHHBAOTCS
HETaTHUBHO, IMOJJCPXKATh JKEPTBY, KOTOPOH HY)KHA ICUXOJIOTUYECKAs MOMOIIIb,
COOOIIUTH B3POCIBIM O (JaKTe arpeCCUBHOTO MOBEICHUS B CETH.

MobunvHwiti meneghon

CoBpemenHble cMapTQOHBI M IUIAHIIETHI COJEpP)KAT B cebe BIIOJIHE
B3pOCIIbIA (YHKIIMOHAN, U TENEPh OHU MOTYT KOHKYPHPOBaTh CO CTAllUOHAPHBIMU
KoMmmbioTepamu. OJTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB IMOKA OYEHb
Masio. TecTMpoBaHWE W TIOUCK YSI3BUMOCTEM B HHUX MPOUCXOJUT HE TakK
WHTEHCUBHO, Kak 1y [1K, To ske camoe kacaeTcst 1 MOOMITBHBIX TTPHIIOKEHUH.

CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl YK€ MPAKTUUECKH JOTHAIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacHMpeHne (QyHKIMOHAIa BIEYET 3a COOOM
OOJBIIYIO CIIOKHOCTh ¥ MEHBIITYIO 3aIUAIIEHHOCTb.

Jlaneko He Bce MPOM3BOIUTENN BBIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE
KPUTHYECKHNE YA3BUMOCTH JUUISI CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JiIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

1. Huuero He sBisieTCs MO-HAcToAlleMY OecruiaTHbIM. bynb ocTopoxkeH,
Bellb Korja Tebe mpeaiaraloT OecIulaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IJIaTHBIE YCIYTH,

2. [ymaii, npexnae yem otnpaButh SMS, ¢poto mmu Buzaeo. Tel TOUYHO
3Haellb, Iie OHU OyIyT B KOHEYHOM UTOTEe?

3. HeoOxoaumMo OOHOBIIATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(doHa;

4. Vcnonp3yil aHTUBUPYCHBIE MPOTrpaMMbl I MOOMJIbHBIX Tele(OHOB,;
KubepOyumMHT UiIu BUPTYaJbHOE U3€BATEIHCTBO

5. He 3arpy>1<a171 IMPHUIIOKCHUA OT HCHU3BCCTHOI'O HCTOYHHKA, BCAb OHHU
MOT'YT COACPIKATb BPCAOHOCHOC ITPOrpaMMHOC O6CCHC‘I€HI/I€;

6. Ilocne Toro kak Thl BBIAJEIIb C CaiTa, TJ€ BBOJAWI JIMYHYIO
uHbOpMaIInIO, 3aliI1 B HACTPOUKH Opay3epa u yaaiu COOKies;



7. Ilepuonnueckn NMpoOBEpsHd KAaKWE IUIATHBIE YCIYT'M AKTUBHPOBAaHbI Ha
TBOEM HOMEDE;

8. [laBaii cBoii HOMep MOOUIBLHOTO Tesie(hOHA TOJIBKO JIFOJISIM, KOTOPBIX ThI
3Haellb U KOMY JI0BEpSCIIb;

9. Bluetoothmomxken ObITh BBIKITIOYCH, KOTJIa Thl UM HE TMOJIb3yelibes. He
3a0bIBall MHOT/1a MPOBEPSITH ITO.

Online ueput

CoBpeMeHHbIE OHJIAUH-UTPBl — 93TO KPACOYHBIE, 3aXBaThIBAIOIIWE
pa3BlieueHus, OOBEANHSIONINE COTHH THICSY YEIOBEK MO Bcemy Mmupy. Urpokm
UCCJIENYIOT JaHHBIA UM MHP, OOMIAIOTCSA JPYT C JPYTrOM, BBHITIOJNHSIOT 3aJlaHus,
CpaXKaroTCsl C MOHCTPAMHM M TIOJY4YarOT OMBIT. 3a YJAOBOJBCTBHE OHHU ILJIATAT:
MOKYMNAaloT JUCK, OTUIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KAKKE-TO OIIIMH.

Bce atu cpenctBa uayT Ha MOJJEpKaHME W PA3BUTHUE UIPHI, a TAaKXKe Ha
caMy O€30MacHOCTb. COBEPUICHCTBYIOTCS CHUCTEMbl aBTOPU3AIMH, BBIMYCKAIOTCA
HOBbIe TaTu (HU(POBBIC 3aIUIATKU I MPOTPaMM), 3aKPHIBAIOTCS YA3BHUMOCTH
CEPBEPOB.

B momoOHBIX HMIpax CTOMT OIACAaThCS HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIbKO KpaKM TBOETO Mapojs, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3AlUU
OOJBIINHCTBA UTP.

OcHOBHEBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 AaKKayHTa.

1. Ecnu npyroi urpok BeAeT ceOsl II0X0 WM CO37aeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. HO)KaJIYI‘/’IC}I AJIMHUHUCTpATOpPaM MI'Pbl Ha IIIOXOC IMIOBCACHHEC I3TOI'0
HT'POKa, KEJIATCJIPHO IIPHUJIOKHUTHh KaKHC-TO JOKA3aTCIbCTBA B BUAC CKPHUHOB,

3. He ykaspiBail tnuHy0 nHOpMaLUio B podaiisie urphl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuImaabHbIC MATYU U MO/IHI,

6. Ucnionb3yii closkHbIE U pa3HbIe MAPOJIH;

7. Jlaxke BO BpeMs WUIrpbl HE CTOUT OTKJIOYaTh aHTUBUpYC. [loka Tkl
Urpaelllb, TBOM KOMIBIOTEP MOTYT 3apa3UTh.

Duwune unu Kpasica Tu4HblX OAaHHbIX



OObIYHOM Kpaxeil IeHer U JOKYMEHTOB CETO/IHA YK€ HUKOTO HE YAUBUIIIb,
HO C pAa3sBUTHUEM HUHTEPHET-TEXHOJIOTUN 3JIO0YMBILUICHHUKA IIE€PEMECTUINCH B
UHTEPHET, U POJOJDKAOT 3aHUMAThCS <JTFOOMMBIM» JIEJIOM.

Tak mosiBUjach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILUHT,
rJIaBHAs IIeJb KOTOPOTO COCTOMUT B TOJIYYCHHH KOH(PHUICHIMAIBHBIX JaHHBIX
10JIb30BaTej e — JIOTHHOB U mapoJieii. Ha anrnmiickoM si3pike phishinguuraercs
kak gummHr (o1 fishing —pe16Has mosist, password —aapoiib).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cnenu 3a CBOMM aKKayHTOM. Eciii ThI 1T0/103peBaciiib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ U  COOOIIUTH
aJIMUHUCTpATOpaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yit O6e3omacHbie BeO-CalThl, B TOM YHCII€, MHTEPHET-Mara3nHoOB
1 ITIOUCKOBBIX CUCTEM,

3. Wcnonb3yii ciioxkHbIE W pa3Hble Mapoyid. Takum o0pa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJy4aT JOCTYI TOJbKO K OJHOMY TBOEMY
npoduIII0 B CETH, a HE KO BCEM;

4. Ecnu T1ebst B3jOMaM, TO HEOOXOJIWMO NPEAyNpPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOPbIC T00aBIEHbI y T€OsI B APY3bsIX, O TOM, UTO TeOS B3JIOMAJH H,
BO3MOYKHO, OT TBOETO MMEHU OYyJIET PACChUIATHCS CTIaM U CCHUIKH Ha (DUITMHTOBBIC
CaWTHI,

5. VcranoBu Haaexusbli naposb (PIN) Ha MoOOHIBHBIH TeaedOH;
6. OTKiIIOUM coXpaHeHHe Mmapos B Opaysepe;

7. He otkpeiBaii aiinel U Ipyrue BIOKEHUS B MUChMax Jake €CIIM OHHU
NPUIIUTA OT TBOWX JApy3eil. Jlydie yTo4HM y HUX, OTHPABISIIMA JIU OHU TeOe ITH
(baiisbl.

Lugposas penymayus

[Mudposas pemyrarus - 3TO HETaTUBHAS WJIM MO3UTHBHAs WH(pOpMAIUs B
cetu o Tebe. Kommpomerupyromass uHPopManus pa3sMelieHHass B HHTEPHETE
MOKET CEPhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU ku3Hu. «{udposas
pernyTaius» - 3T0 TBOM UMUK, KOTOPBIM hopmupyercs u3 uHbopmaiuu o Tede B
UHTEpHETE.



TBoe MecToO JKHATENhCTBA, y4eObl, TBOE€ (PUHAHCOBOE TIOJOXKECHHE,
O0COOCHHOCTH XapakTepa M paccKasbl O OJIM3KUX - BCE ITO HAKAITUBACTCS B CETH.
MHorue TmOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K TMYOJMKAIMH JIMYHOU
uHpopMaiuu B MIHTepHETE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUN. Thl naxke HE
CMOJKEIIIb JTOTaaThCsa 0 TOM, uTo ¢ororpadusi, pa3mMenieHHas S neT Hazaj, cTaia
NMPUYUHONW OTKAa3a MPHHSTH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux dororpaduil U Ipyrue AeUCTBUS MOTYT
HE MCYE3HYTh NaK€ IIOCIE TOro, KaK Tbl HMX YAAJIWIIb. bl HE 3HAEWb, KTO
COXpaHMJ 3Ty HH(POpPMAIMIO, IMOMaja JU OHa B TOUCKOBBIE CHCTEMBI U
COXpaHWJIacCh JIM OHA, a IJaBHOE. YTO MOAyMaroT O TeOe OKpyXkKarollee JIIOIH,
KOTOpBIE HaWAYT U yBUAAT 3T0. Hailtu nH@oOpManuo MHOTO JIET CIyCTS CMOXKET
Ar000H - KaKk U3 100pbIX NOOYKJIEHUH, TaK U ¢ HAMEPEHUEM NIPUUMHUTD Bpe. ITO
MOJKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 1O 3aIIUTE LIUPPOBON peMyTaLUU:

1. llonymaii, mpexae 4yeM 4YTO-TO MyOJMKOBAaTh M TepeaaBaTh y ceOs B
0Ji0re WK B COLIMATIBHOM CETH;

2. B Hactpoiikax mpo¢uisi yCTaHOBH OTPaHUYEHUS HA MPOCMOTP TBOETO
npouIst ¥ €ro COASCPAKUMOTIO0, ClIeNIail ero TOJIBKO <« APY3eH»;

3. He pa3memaii v He yka3piBail ”HGOPMAIUIO, KOTOpPasi MOXKET KOTO-JIN00
OCKOPOJISITh WA O0MKATh.

Aemopckoe npago

CoBpeMeHHbIE  IIKOJBbHUKH- AKTHUBHBIE TOJB30BaTeNd  LU(POBOrO
npoctpancTBa. OAHAKO J[aleKOo HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTHUMU
BO3MOXKHOCTSIMH ~ IIU(PPOBOTO  MHpa  TpeOyeT  coOMoaeHuss TpaB  Ha
MHTEJUIEKTYalbHYI0 COOCTBEHHOCTD.

TepMmuH «HTEIIEKTyaTbHAst COOCTBEHHOCTB» OTHOCUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAadMHAasi C HOBBIX H300PETEHHWI W 3HAKOB,
0003HaYaIMKUX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH , U 3aKaHYMBAas KHUTAMH,
dboTorpadpusiMu, KUHOPUIBEMAMHU U MY3bIKQJIbHBIMU MTPOU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO NpaBa Ha MHTEIEKTYaJbHYI0 COOCTBEHHOCTH Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKUE IpaBa BHICTYNAIOT B
Ka4eCTBE TapaHTUH TOTO, YTO WHTEJUICKTYyaJbHBIA/TBOPUYECKUN TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynapTaTax CBOETO TpPyAa, MOJIYYUTh H3BECTHOCTh M mNpu3HaHue. Hukro 0Oe3



pa3pellleHHs aBTOpa HE  MOXET BOCHPOU3BOJUTH €r0  MPOU3BEIICHHUE,
pacnpocTpaHsiTh, MTyOJUYHO JIEMOHCTPUPOBATH, IMPOJAABaTh, HMIIOPTUPOBATH,
IyCKaTh B MPOKAT, IMyOJUYHO HCIOJHATH, MOKA3bIBATH/UCHIOIHITh B dQUPE WM
pa3menath B IHTEepHeTe.

Hcnonb3oBaHue <«amMpaTCKOro» MPOrpaMMHOrO 0O€CIeUeHUsT MOXKET
IIPUBECTM K MHOTMM pHUCKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaMm J0
OJIOKUPOBKH TBOETO YCTPOWCTBA, IZie YCTAHOBJICHHBIM HE JierajbHas MporpaMma.
He croutr Takxe 3abbiBaTh, UYTO CYIIECTBYET JieTajlibHble M O€CIUIaTHBIC
IIPOTPaMMBbl, KOTOPBIE MOKHO HAWTH B CETHU.

O nopmarne

CereBrnYOK.p( - TBOM IJIaBHBII COBETUMK B CETH. 3/1€Ch Thl MOKELIb Y3HATh
0 0€30MacHOCTH B CETU MOHSTHBIM M JOCTYIHBIM SI3bIKOM, a MIPH BO3HUKHOBEHHUU
KPUTHYECKON CUTyallMM OOpaTUThCA 3a COBETOM. A TakXe MPHUHITh y4yacTHE B
KOHKYpCax M CTaTh CaMbIM ITU(PPOBBIM IrpaskJaHUHOM!



